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Protect your business from fraudulent activity and

retain your valuable customers

More than 80% of security breaches involving credit card data
occur at small businesses. Offenders target small merchants
because many have lax security procedures if any at all. Once
lost, the cardholder data can put you at a serious risk involv-

ing fines, lost sales, fraud losses, termination of ability to
accept payment cards and even going out of business.

PCl Security Standards Council put forth the PCI-DSS, or the
Payment Card Industry Payment Application Data Security
Standard, which outlines the best practices for securing sen-
sitive data. The standard is so well written, it can serve as a
foundation for your risk management strategy. By utilizing
the PCl standard as a guide you can increase the efficiency
of your operations, and decrease costs. The true ROI of
becoming PCl compliant in the long run, however, will come
from building trust of your customers, choosing to take their
business to you.

PCI-DSS encompasses many requirements, but one of the
key items is a currently PCI-DSS validated POS system.
Through robust encryption methods and detailed security
logging, PCI-DSS certified Retail Pro v8.6 and Retail Pro
v9 provide the retailer assurance that their software is doing
its part to protect their customer’s payment information
from harm’s way.

Email: info@bighairydog.com

Here at Retail Pro we don't stop at creating robust and
secure POS solution that keeps you competitive in a rapidly
changing world of retail. We also create systems that allow
you to build on your retail technology investment and
prepare for what comes next. That's the power of Software
Assurance program.

As we introduce new releases Software Assurance allows
you to update your systems to always be in sync with the
latest features and security standards available. With Retail
Pro you can count on continuous product improvements,
feature enhancements, ultimate security and top-notch
support every step of the way. Once you reach PClI Compli-
ant status, Software Assurance protects your technology
investment by maintaining compliance and future-proofing
your POS operations.

Don't put your business at risk, use only certified POS soft-
ware. We will help you plan your transition to PCI-DSS certi-
fied product, and assist in realizing the return on investment
that is possible with the modern day Retail Pro system.

To learn more about PCI-DSS compliance and
ever-growing feature sets of the currently certified
Retail Pro products, contact your Retail Pro Certi-
fied Business Partner.

www.bighairydog.com




12 Requirements of PCI-DSS

REQUIREMENTS

Build and Maintain a Secure
Network

Protect Cardholder Data

Maintain a Vulnerability
Management Program

Implement Strong Access

Control Measures

Regularly Monitor and Test

Networks

Maintain an Information
Security Policy

Install and maintain a firewall configuration to protect cardholder data
Do not use vendor-supplied defaults for your retail point of sale sys-
tem passwords

Protect cardholder data stored in your retail point of sale system
Encrypt transmission of cardholder data across open, public networks

Use and regularly update anti-virus software on all machines in your
network
Develop and maintain secure systems and applications

Restrict access to cardholder data in your Retail Pro system to “need-
to-know" groups only

Assign a unique ID to each staff member with access to the retail
software

Restrict physical access to cardholder data

Track and monitor all access to network resources and cardholder data
in your POS system

Regularly test security systems and processes

Maintain a policy that addresses information security for all personnel

Serious software for serious retailers™

About our company

Headquarters: 400 Plaza Drive, Suite 200
Folsom CA 95630

Retail Pro International, LLC, is a global leader in Point of Sale,
Store Operations, and Back-Office software applications for the 916-605-7200
specialty retail industry. Through its highly-specialized provider

network, Retail Pro is delivered locally and supported region-

Phone: 800-RETAILPRO (738-2457)

E-mail: moreinfo@retailpro.com

ally through approximately 90 offices worldwide. More than Website: www.retailpro.com

35,000 retail stores in 63 countries using 18 different languages
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